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REQUIREMENT
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Or COMMUNICATION PROTOCOL�
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�
U1.0�
CI Process Receives PDUs and Process Embedded Command Message�
Message Routed to C&DH via IP �
TCP�
Uplink Receiver, Synchronizer, Decoding, Framing, IP Layer Functions, Firewall Functions Performed by RGR \


�
1�
Y�
Socket Connection?�
�
U1.1�
Validate Uplink Messages�
�
�
�
�
�
�
�
U1.1.1�
Authenticate Command Messages �
C&DH or RGR ?


�
Security�
�
2�
N�
Allocation Decision Trade-Off Decision Required �
�
U1.1.2�
Validate Message Content�
C&DH or RGR or CIP�
TBD�
�
4�
N�
Allocation Decision 


Trade-Off Decision Required�
�
U1.1.2�
Optionally Decipher PDU �
C&DH or RGR ?


�
Security�
�
6�
N�
Allocation Decision 


Trade-Off Decision Required �
�
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�
�
�
U1.2�
Maintain CI Status�
C&DH�
Application�
C&DH Software Design�
1�
Y�
Establish Organizational Standard


CIP Task I/F with TLM Task.�
�
U1.2.1�
Validated Message Count�
�
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�
�
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�
U1.2.2�
Invalid Message Count�
�
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U1.2.3�
Etc.�
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U2.0�
Contingency Uplink Command Decode & Execute�
C&DH or RGR ?�
TBD�
TBD�
2�
N�
Allocation Decision 


Trade-Off Decision Required�
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U3.0�
Support Test Mode I/F�
C&DH�
IP & CIP�
�
1�
Y�
Bypass Security Layer�
�
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�
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�
�
U4.0�
External IP Traffic Filter and Security�
RGR�
IP�
Router/ Gateway �
2�
Y�
�
�
�
�
�
�
�
�
�
�
�
U.5�
Support Multiple Link Configurations�
C&DH & RGR�
Link�
Communications�
5�
N�
Mission Mode Dependent


Contingency Operations�
�
�
Multiple Uplink Rates�
�
Link/Physical�
�
8�
N�
�
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�
Multiple RF Configurations�
�
Physical�
�
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C�
COMMAND EXECUTION�
�
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�
�
�
�
�
�
�
�
�
�
�
�
�
C.1�
Execute Real-time Commands�
C&DH SW�
Application


(CEP)�
�
1�
Y�
Demonstration Mission Functions�
�
C1.1�
Single Commands�
�
�
�
�
�
�
�
C1.2�
Command Blocks�
�
�
�
�
�
�
�
C1.3�
Update CHL�
C&DH SW�
Application (File Operation)�
�
2�
Y�
Trade-Off Decision Required


Relationship Between Files & Operational Data Structures�
�
�
�
�
�
�
�
�
�
�
C2.1�
Execution of Stored Commands�
Files and File Records?


Tables Management?�
Application


(CEP)�
�
2�
N�
Trade-Off Decision Required


Relationship Between Files & Operational Data Structures�
�
C2.1.1�
RTS�
�
�
�
�
�
Relative Time Cmd Sequence�
�
C2.1.2�
ATS�
�
�
�
�
�
Absolute Time Cmd Sequence�
�
�
�
�
�
�
�
�
�
�
C2�
Maintain CHL�
File Data


�
Application (FMI)


�
OS File System


Device Specific SW Drivers


Stream IF�
2�
Y�
Standard File System


File System Function Definition Required �
�
�
�
�
�
�
�
�
�
�
C3�
Command Life Time�
�
�
�
�
�
Command Valid Life Time�
�
C3.1�
Real-Time�
IP�
PDU


Life Time & HOP Count�
�
2�
N�
Free when IP Option is used�
�
C3.2�
Stored Commands�
C&DH SW�
 Application�
�
2�
N�
�
�
T�
TIME MANAGEMENT�
�
�
�
�
�
See C3 (Command Life Time)�
�
T1�
High Resolution Time�
�
�
�
�
�
�
�
T1.1�
Time Tagging�
�
�
Mission Specific HW & I/F�
�
�
GPS, Synch I/F, etc.�
�
T1.2�
Time Correlation�
�
Link


Physical�
RGR�
�
�
For time correlation on ground�
�
T2�
Low Resolution Time�
�
�
OS�
1�
Y�
�
�
T2.1�
Time Tagging�
�
Application�
OS�
1�
Y�
�
�
T2.2�
Time Correlation�
�
Application�
OS�
1�
Y�
�
�
T3�
Highly Synchronized Events and Activities�
�
�
�
�
�
�
�
T3.1�
Inter-Processor�
C&DH Device Drivers�
Application�
Mission Specific HW & I/F�
�
�
�
�
T3.2�
Intra-Processor�
OS Facilities �
Application Insulating Methods�
Queues, Pipes, Semaphores, etc�
�
�
�
�
T4�
Loosely Synchronized or Sequenced Activities�
�
�
�
�
�
�
�
T4.1�
Inter-Processor�
TCP/IP�
Application


(Sockets)�
�
1�
Y�
�
�
T4.2�
Intra-Processor�
OS Facilities


Optn: TCP/IP�
Application


Optn: Sockets�
Queues, Pipes, Semaphores, etc�
�
�
�
�
�
�
�
�
�
�
�
�
�
D�
DATA MANAGMENT �
�
�
�
�
�
�
�
D1�
Data Collection�
�
�
�
�
�
�
�
D1.1�
Intra Processor HK TLM�
OS Facilities �
Application Insulating Methods�
Queues, Pipes, Semaphores, etc�
1�
Y�
Period Data�
�
D1.2�
Intra Processor Events�
OS Facilities �
Application Insulating Methods�
Queues, Pipes, Semaphores, etc�
1�
Y�
Asynchronous Data�
�
D1.3�
Inter Processor HK TLM�
TCP/IP�
Application


(Sockets)�
�
1�
Y�
Period Data�
�
D1.4�
Inter Processor Events�
TCP/IP�
Application


(Sockets)�
�
1�
Y�
Asynchronous Data�
�
D1.5�
Filters�
�
Application�
�
2�
M�
Ability to Adjust Periodic Sample Rates of HK Data�
�
�
�
�
�
�
�
�
�
�
D2�
S/C Telemetry Data Storage�
�
�
�
�
�
�
�
D2.1�
File System�
FTP/TCP/IP


Steam I/O, Block I/O


Record Oriented Access�
Remote & Local Applications�
Device Specific HW and Drivers�
1�
Y�
Assumes Random Access�
�
D2.2�
Access Control�
C&DH I/O & FTP�
Application�
OS�
2�
N�
(see D2.3)�
�
D2.3�
File Management�
C&DH I/O & FTP�
Application�
OS�
1+�
Y�
File Functions: Directory, Create, Delete, Move, Copy, Rename, Date & Time Annotation, Append, Error Control �
�
D3�
Science/ Mission  Data�
�
�
�
�
�
�
�
D3.1�
Independent Mode�
FTP�
Application�
TCP/IP Enabled Instrument�
1�
Y�
FTP Client in Instrument Sends File Data to DH Directly�
�
D3.2�
Data Handling Client Mode�
TCP/UDP�
Application (Sockets) �
TCP/IP Enabled Instrument�
1�
Y�
Smart Application with Socket Connection to DH Application�
�
D3.3�
Agent Mode�
TCP/UDP/FTP�
Application�
C&DH Application�
5�
N�
Dumb Instrument Looks Smart by having smart Agent Task Perform Data Management.�
�
D3.4�
Network Filter �
??�
??�
Application�
5�
N�
Ability to Limit Bandwidth�
�
D3.5�
Data Allocation Filter�
�
�
OS�
5�
N�
Ability to Dynamically Allocate Available Storage�
�
D3.6�
Data Priority System�
�
�
Application�
5�
N�
FIFO, LIFO, Re-Allocations


(What to toss out first when there is no memory left?)�
�
D4�
Data Down Link�
�
�
�
�
�
�
�
D4.1�
Support Variable Downlink Rates�
TCP/IP�
Application�
RGR�
5�
N�
Impacts Handshake Operations�
�
D4.2�
Support Variable & Selectable Coding Schemes�
Link�
Link


Physical�
RGR�
5�
N�
Mission Mode Dependent�
�
D4.3�
Support Data Priority Structure�
??�
??�
??�
2�
Y�
Essential Operations Data takes precedence over Mission Data Products. Particularly critical during contingencies. �
�
�
�
�
�
�
�
�
�
�
D4.2�
Real Time Data�
IP/UDP�
Application�
C&DH & RGR�
1�
Y�
Highest Priority Data (see D4.3)


�
�
D4.2.1�
Real Time Data Filter�
�
�
C&DH SW�
2�
N�
N of M samples of HK Data�
�
D4.2.2�
Optional Time Correlation�
N/A�
Link�
RGR Hardware�
5�
N�
(see T1.2)�
�
D4.3�
Stored Data (Files)�
IP�
Application�
C&DH Application�
2�
Y�
C&DH Initiated �
�
D4.3.1�
Reliably Send a File to Node�
FTP/TCP/IP�
Application�
C&DH “Put”�
2�
Y�
C&DH Establishes Connection�
�
D4.3.2�
Send File Data to Node (dump)�
UDP/IP�
Application�
C&DH “Push”�
1�
Y�
C&DH Sends Data Connectionless


(Can be initiated by Ground Command to C&DH Application)�
�
D4.3.3�
Node “gets” file from DH�
FTP/TCP/IP�
Application�
Node “Get”�
1�
Y�
Ground Request Data File Dump�
�
�
�
�
�
�
�
�
�
�
D5�
Stored Data Management�
�
�
�
1+�
Y�
(see D2.3)�
�
D5.1�
File Data 


�
�
�
�
1+�
Y�
(see D2.3)�
�
D5.2�
File Record Access�
TCP/IP�
Application�
C&DH Server


Node Client�
5�
N�
Efficient Recovery of Missing File Data Records. (Equivalent to Efficient Retransmission of Missing VCDUs)�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
D5.2�
Table Data (Objects/Records)


Management�
�
�
Application Specific�
1�
Y�
Application Code Tables for 


RTS, ATS, Parameters, Lists, etc.


Trade-Off Decision Required


Relationship Between Files & Operational Data Structures�
�
�
Copy Table�
TCP/IP or 


FTP/TCP/IP�
Sockets


Application�
C&DH Applications or


Tables Managed as Files�
�
�
Make Copy of Table before Patching�
�
�
Load Data Table�
TCP/IP or 


FTP/TCP/IP�
Sockets


Application�
C&DH Applications or


Tables Managed as Files�
�
�
May be equivalent to Copy where source is another IP Node�
�
�
Dump Data Table�
TCP/IP or 


FTP/TCP/IP�
Sockets


Application�
C&DH Applications or


Tables Managed as Files�
�
�
May be equivalent to Copy where destination is another IP Node�
�
�
Append Table Object/Record�
TCP/IP or 


�
Sockets


Application�
C&DH Applications or


Tables Managed as Files�
�
�
Add to new Record or Object Table �
�
�
Load Table Object/Record�
TCP/IP �
Sockets


Application�
C&DH Applications 


�
�
�
�
�
�
Dump Table Object/Record�
TCP/IP or 


�
Sockets


Application�
C&DH Applications �
�
�
�
�
�
Use Table �
TCP/IP or 


�
Sockets


Application�
C&DH Applications 


�
�
�
Synch the Applications using Tables when Modifying Tables�
�
�
Validate Table�
TCP/IP �
Sockets�
C&DH Applications �
�
�
Verify before “use” by CRC or CKSM�
�
�
�
�
�
�
�
�
�
�
H�
HEALTH & SAFETY�
�
�
�
�
�
�
�
H1�
Contingency Power Management�
�
PSE�
�
�
�
�
�
H2�
Contingency Attitude Management�
�
AD/ACS �
�
�
�
�
�
H3�
Contingency Communications�
C&DH�
C&DH SW�
�
�
�
�
�
H4�
Maintain a Current Value Telemetry Database�
C&DH�
Application�
�
1�
Y�
Needed for H&S


Trade-Off Decision Required


Relationship Between Files & Operational Data Structures�
�
�
SW MANAGMENT�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
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Some Acronyms (Creations by LJF & Terms that are often confused by organizational colloquialism & usage)





AD/ACS	Attitude Determination and		Traditional S/C Subsystem Architecture (Mission Dependent) 


Attitude Control System


C&DH		Command & Data Handling		Traditional S/C Subsystem Architecture (Command Decode and Execute, HK


Telemetry Data Collection & Formatting, Data Storage and Management, Health and Safety Monitoring, etc.


DH		Data Handling System		Either Part of C&DH or 


Functional Element that Handles Data Management, Storage and Routing


CEP		Command Execution Process		Mission Specific


CIP		Command Ingest Process		Typical C&DH Decode and Process Command


FMI		File Management Interface		Insulate File User and Application from File Implementation and OS Specifics


H&S		Health and Safety			Application Code and Data Used to Monitor and Respond to Anomolous Conditions


Often used Operationally to Implement Asynchronous Activities based on HK data status


HK		House Keeping Data			Routine Operational Data for S/C including measurements, states, and SW status that is


							Usually sampled and reported on a periodic basis.


OS		Operating System			i.e VxWorks, VRTX, PSOS, Nucleus+, etc…


PSE		Power System Electronic		Traditional S/C Power System, Switches, fuses, Etc.


PDU		Protocol Data Unit			Any Protocol Layers Data Package (Byte Aligned Data Packet + Applicable Header) 


RGR 		Receiver Gateway Router		Reference Flat-Sat Baseline Concept Configuration Diagram





Draft OMNI Demonstration C&DH Requirements Outline


(Focus on Requirements Allocation to Communications Protocol & Flight Software)
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